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ARTICLE INFO ABSTRACT

Keywords: Context: Code bad smells indicate design flaws that can degrade the quality of software and can potentially lead
Refactoring to the introduction of faults. They can be eradicated by applying refactoring techniques. Code bad smells that
Secured software impact the security perspective of software should be detected and removed from their code base. However, the

Empirical study

existing literature is insufficient to support this claim and there are few studies that empirically investigate bad
Code bad smells

smells and refactoring opportunities from a security perspective.

Objective: In this paper, we investigate how refactoring can improve the security of an application by removing
code bad smell.

Method: We analyzed three different code bad smells in five software systems. First, the identified code bad
smells are filtered against security attributes. Next, the object-oriented design and security metrics are calculated
for the five investigated systems. Later, refactoring is applied to remove security-related code bad smells. The
correctness of detection and refactoring of investigated code smells are then validated. Finally, both traditional
object-oriented and security metrics are again calculated after removing bad smells to assess its impact on the
design and security attributes of systems.

Results: We found ‘feature envy’ to be the most abundant security bad smell in investigated projects. The ‘move
method’ and ‘move field’ are commonly applied refactoring techniques because of the abundance of feature
envy.

Conclusion: The results of security metrics indicate that refactoring helps improve the security of an application
without compromising the overall quality of software systems.

* Corresponding author.
E-mail addresses: g201405820@kfupm.edu.sa (H. Mumtaz), alshayeb@kfupm.edu.sa (M. Alshayeb), smahmood@kfupm.edu.sa (S. Mahmood), mkniazi@kfupm.edu.sa (M. Niazi).

https://doi.org/10.1016/j.infsof.2017.11.010
Received 22 November 2016; Received in revised form 13 August 2017; Accepted 18 November 2017
0950-5849/ © 2017 Elsevier B.V. All rights reserved.

Please cite this article as: Mumtaz, H., Information and Software Technology (2017), https://doi.org/10.1016/j.infsof.2017.11.010



http://www.sciencedirect.com/science/journal/09505849
https://www.elsevier.com/locate/infsof
https://doi.org/10.1016/j.infsof.2017.11.010
https://doi.org/10.1016/j.infsof.2017.11.010
mailto:g201405820@kfupm.edu.sa
mailto:alshayeb@kfupm.edu.sa
mailto:smahmood@kfupm.edu.sa
mailto:mkniazi@kfupm.edu.sa
https://doi.org/10.1016/j.infsof.2017.11.010

	An empirical study to improve software security through the application of code refactoring
	Introduction
	Background
	Security characteristics
	Code refactoring process and tools

	Related work
	Code bad smells
	Security aspects in software development
	Metrics-based detection strategies and tools

	Research question and methodology
	Experimental design
	Goal
	Experimental materials
	Variables and proposed hypothesis
	Tasks and procedure

	Results analysis
	Observations
	Discussion

	Threats to validity
	Construct validity
	Conclusion validity
	Internal validity
	External validity

	Conclusion and future work
	Acknowledgment
	Taxonomy of security bad smells [2,22,41,86].
	References




